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Abstract: The rapid development of digital technology has led to new behavioral phenomena among adolescents, one of which is
engagement in online gambling. From a cyberpsychology perspective, this study examines how adolescents’ interactions
with the digital world particularly online gambling platforms affect their mental health and digital well-being.
Cyberpsychology explains that interface design, reinforcement algorithms, and the illusion of control in online games
can trigger addiction and reduce adolescents’ reflective awareness in using technology. As a result, they become more
vulnerable to anxiety, depression, social isolation, and decreased self-esteem. Moreover, involvement in online
gambling often leads to family conflicts, academic disruptions, and sleep disorders, all of which negatively impact their
overall digital well-being. This study employs a literature review approach to explore the relationship between
psychological factors in the digital space and their effects on adolescents’ mental conditions. Findings highlight the
need for interventions based on digital literacy and emotional regulation strategies to build a healthier digital ecosystem
for adolescents. Raising awareness of psychological dimensions in digital environments is crucial to preventing long-
term negative effects. This study is expected to serve as a foundational reference for the development of preventive
programs and policies targeting adolescents in the digital era.
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1 INTRODUCTION

The rapid advancement of digital technology has dramatically reshaped the social, emotional, and
psychological environment of today’s adolescents. Youth now inhabit a hyperconnected digital
ecosystem that provides vast opportunities for exploration, entertainment, learning, and social
interaction. With nearly unrestricted access to smartphones, tablets, and high-speed internet,
adolescents are spending increasing amounts of time in virtual spaces such as social media, online
games, and interactive platforms. These digital environments have become central to the processes
of identity development, peer affiliation, and emotional expression for the younger
generation.However, beneath the surface of technological convenience lies an emerging public health
concern: the rising involvement of adolescents in online gambling activities. This issue is no longer
confined to traditional gambling websites or applications but has evolved into more disguised and
insidious forms. These include betting-based mobile games, loot box systems embedded in video
games, and gambling-like promotions delivered via social media platforms that are often framed as
harmless competitions or prize-based entertainment (King et al., 2020). Such forms of gambling are
increasingly difficult for young users to identify as risky, especially when presented in a playful or
gamified format. What makes this trend more alarming is the intentional design of many digital
systems to foster prolonged engagement and habitual use. Online platforms often employ persuasive
design elements grounded in psychological principles, such as variable reward schedules,
gamification, social comparison features (leaderboards), artificial scarcity, and the illusion of control.
These mechanisms work synergistically to increase user retention and emotional investment,
particularly among adolescents, whose emotional regulation and decision-making capacities are still
maturing. Recent literature has shown that these strategies can exploit adolescent traits such as
impulsivity, novelty-seeking, and sensitivity to peer validation (Griffiths, 2019).

Empirical evidence shows that exposure to online gambling is linked to a higher risk of anxiety,
depression, chronic stress, insomnia, low self-esteem, social withdrawal, and family conflict. These
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effects often create a self-perpetuating cycle of vulnerability that is particularly difficult to disrupt
during adolescence—a period marked by emotional volatility and high susceptibility to external
influences. Research GapAlthough numerous studies have examined the psychological risks of
adolescent online gambling, few have explicitly integrated the framework of cyberpsychology with
the construct of digital well-being to analyze how platform design features drive harmful
outcomesoffers a valuable theoretical lens. Cyberpsychology examines how human interactions with
digital technologies shape emotional, cognitive, and behavioral outcomes. From this perspective,
digital gambling is not merely a behavioral problem but a systemic issue involving psychological
manipulation through interface design, reward architecture, and real-time feedback systems. By
analyzing the cyberpsychological dimensions of online gambling, it becomes evident that platforms
deliberately exploit cognitive biases, emotional triggers, and social motivations to increase
engagement, particularly among youth.Unfortunately, studies reveal that many adolescents lack
adequate digital literacy and emotional self-regulation skills, making them ill-equipped to distinguish
between healthy digital entertainment and exploitative digital practices (Kuss & Pontes, 2017). This
deficiency leaves them particularly susceptible to problematic online behaviors, including excessive
gambling.

Given the urgency and complexity of the issue, the present study aims to systematically investigate
how cyberpsychological factors embedded in online gambling environments influence adolescent
mental health and digital wellbeing. Adopting a Systematic Literature Review (SLR) approach, this
paper synthesizes empirical findings published between 2021 and 2025 to: identify dominant
psychological risk factors such as impulsivity, emotional vulnerability, and social validation
needs,examine how these traits are strategically targeted by digital gambling platforms, assess the
moderating influence of cultural norms, parental control, and peer dynamics.

Furthermore, the study emphasizes the need for evidence-based preventive strategies, including the
promotion of digital literacy, emotional regulation education, parental mediation, and the
development of youth-oriented digital protection policies. By integrating recent research across
disciplines, this review aims to provide both a conceptual foundation and actionable
recommendations for educators, mental health professionals, policy makers, and digital content
developers. Ultimately, the findings of this study are intended to contribute to the creation of a
healthier, safer, and more ethical digital environment that supports adolescent psychological
development amid the evolving challenges of the digital age.

2 MATERIALS AND METHODS

This study applied aSystematic Literature Review (SLR)to examine the influence of
cyberpsychological aspects of online gambling on adolescents’ mental health and digital well-being.
Literature searches were conducted in Google Scholarand Scopus (2021-2025) using the
keywords online gambling, cyberpsychology, adolescents’ mental health, and digital well-being.
Inclusion criteria peer-reviewed articles, relevance to adolescent populations, and explicit discussion
of psychological atau digital impacts of online gambling.
Exclusion criteria non—peer-reviewed works and studies focusing solely on adults without adolescent-
specific data. From 145 initial records, screening followed PRISMA 2020 guidelines (see flowchart),
yielding 20 eligible articles. Data extraction covered author, year, method, cultural context, risk
factors, and interventions. Thematic analysis identified three key areas: psychological risk patterns,
addictive digital features, and recommended interventions.
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3 RESULTS
Main Trends from the Literature Analysis of the 20 eligible studies revealed three dominant themes:

Psychological Risk Patterns — Several studies (e.g., Smith, 2022; Li & Zhang, 2023; Prasetya, 2024)
identified anxiety, depression, impulsivity, and low self-esteem as the most common psychological
consequences of adolescent involvement in online gambling. Cultural context influenced risk
severity, with collectivist societies showing stronger links between family conflict and gambling
behavior Addictive Digital Features — Multiple studies (e.g., Kim et al., 2021; King & Delfabbro,
2020) highlighted persuasive design elements such as variable rewards, gamified betting systems, and
real-time social comparisons as primary drivers of compulsive engagement. These features often
exploit cognitive biases and developmental vulnerabilities in adolescents. Recommended
Intervention Strategies — Research (e.g., loannidis et al., 2019; Ramli et al., 2023) consistently
recommended interventions integrating digital literacy, emotional regulation training, and parental
mediation. Several studies also emphasized school-based prevention programs and policy-level
digital safeguards.

Tabel 1 : Summary of Studies Included in The Review

Study Setting Research Factors
NO. Author & Year Title &Cultural M oo
Value ethod Identified
1. Smith (2022) Online Gambling | USA — Western | Qualitative Cyber
and Youth Culture addiction,
Wellbeing anxiety
2 Li & Zhang Digital Behavior | China— Quantitative | Social media,
(2023) and Mental Collectivist impulsivity
Health Culture
3 Gomez et al. Adolescent Spain — Mixed parental
(2021) Gambling Europea Methods control, peer
Exposure pressure
4 Nakamura (2024) | Youth in Online | Japan — High- Qualitative Cognitive
Gambling tech Culture distortion,
Platforms shame
5 Khan & Hussain Digital Risk and | Pakistan — Quantitative | Depression,
(2022) Emotional Conservative cyber use
Health Society
6 Martin et al. Cyberpsychology | UK — Urban Systematic Digital
(2025) and Digital Youth Review wellbeing
Resilience
7 Nguyen & Tran Social Media and | Vietnam — Quialitative Peer
(2023) Gambling Asian Culture influence,
Overlap exposure
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Study Setting Research Factors
NO. Author & Year Title &Cultural M o
ethod Identified
Value
8 Rodriguez (2022) | Emotional Mexico — Quantitative | Stress,
Impact of Youth financial risk
Gambling Apps | Population
9 Kim et al. (2021) | Gaming, South Korea Mixed Self-concept,
Gambling, and Methods dopamine
Youth Identity trigger
10 Ahmed (2023) Adolescents and | Egypt — Quantitative | Family
Gambling Conservative norms, online
Behavior access
11 Chen et al. (2022) | Risk Perception | Taiwan Qualitative Risk
in Online perception,
Gaming coping style
12 O'Neill & Byrne | Digital Gambling | Ireland Review Addiction,
(2021) and Mental emotional
Health regulation
13 Prasetya (2024) Remaja dan Indonesia Quantitative | Cyber
Kecanduan Judi exposure,
Online anxiety
14 Ramli et al. Behavioral Malaysia Mixed Control, self-
(2023) Outcomes of Methods esteem
Online Betting
15 Silva & Costa Digital Gambling | Brazil — Urban | Quantitative | Peer
(2025) Risks Adolescents influence,
screen time
16 Van Dijk (2022) | Youth Riskand | Netherlands Qualitative Digital
Online Gaming temptation,
regulation
17 Moyo (2023) Gambling in South Africa Quantitative | Stress, digital
African Youth access
18 Rahman (2021) Online Behavior | Bangladesh Qualitative Cyber
of Teens exposure,
parental
supervision
19 Hansen et al. Psychological Norway Mixed Fear of
(2024) Effects of Methods missing out,
Gambling stress
20 Lestari & Cyberpsikologi Indonesia Quantitative | Gadget
Nugroho (2023) Remaja addiction,
Indonesia anxiety
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4 DISCUSSIONS
A. Psychological Risk Patterns in Adolescent Online Gambling

One of the most consistent findings from the reviewed literature is the strong association between
high exposure to online gambling and symptoms of emotional distress, such as anxiety, depression,
impulsivity, and low self-esteem. These results align with previous studies (Elhai et al., 2020; Marino
et al., 2018), which reported that excessive involvement in digital behaviors including gambling and
gaming often functions as a maladaptive coping strategy, leading to a deterioration of adolescents’
mental health.From a developmental neuroscience perspective, adolescence is characterized by an
imbalance between a hypersensitive reward system driven by dopaminergic activity in the ventral
striatum and an immature prefrontal cortex, which is responsible for impulse control and long-term
planning (Casey et al., 2011). This neurodevelopmental mismatch increases susceptibility to risk-
taking and impulsive decision-making in gambling contexts.

B. Exploitation of Cognitive and Emotional Vulnerabilities through Design
Features

Several studies indicated that online gambling platforms deliberately incorporate persuasive design
features such as variable reward schedules, real-time feedback, leaderboards, and social comparison
tools to sustain user engagement. These features activate neuropsychological reward pathways similar
to those observed in substance addiction (Kim et al., 2021). According to cognitive
psychology theories, mechanisms such as intermittent reinforcement and the illusion of control
exploit heuristic processing, leading adolescents to overestimate their ability to influence random
outcomes (Griffiths, 2019; Clark et al., 2013). Social comparison features intensify emotional
responses by leveraging adolescents heightened sensitivity to peer evaluation and the need for social
belonging.

C. Cultural and Contextual Moderators

Cultural norms and family structures emerged as significant moderators in the relationship between
online gambling and adolescent mental health. In collectivist societies, strong family cohesion can
act as a protective factor when combined with effective parental monitoring, but may become a risk
factor when family conflict or low digital literacy is present (Wang et al., 2019). In contrast, studies
from Western contexts more frequently emphasized the role of individual autonomy, peer influence,
and targeted advertising as key drivers of gambling behavior.

D. Cyberpsychology Implications and Recommendations

These findings highlight the importance of adopting cyberpsychology as a guiding framework.
Cyberpsychology not only examines behavioral manifestations of online gambling but also explains
how the interplay between digital architecture and human cognition can lead to compulsive
engagement. This perspective enables more targeted prevention strategies, such as enhancing digital
literacy, teaching emotional regulation, and advocating for ethical digital design (loannidis et al.,
2019; Montiel et al., 2021).Future interventions should integrate insights from developmental
neuroscience, cognitive psychology, and cross-cultural research to develop multi-layered preventive
frameworks. Strengthening adolescent resilience against persuasive digital environments will require
collaboration among educators, mental health professionals, policymakers, and technology designers.
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S CONCLUSIONS

This systematic review concludes that adolescents' involvement in online gambling is strongly
influenced by various cyberpsychological factors, including impulsivity, emotional regulation
difficulties (Griffiths, 2019), and addictive digital design features such as variable reward systems
and gamification elements (King & Delfabbro, 2020; Drummond & Sauer, 2019). These factors
collectively increase the risk of mental health problems, including anxiety, depression, and reduced
digital wellbeing, particularly among adolescents with limited emotional self-regulation and low
digital literacy (Kuss & Pontes, 2017; Zendle & Cairns, 2018). Furthermore, sociocultural moderators
such as collectivist family norms, inadequate parental supervision, and the dominance of persuasive
digital architectures further exacerbate youth vulnerability (Wang et al., 2019; Volberg et al., 2021).
Experts emphasize the importance of evidence-based preventive strategies, including emotional
regulation training, digital literacy education, and the application of ethical design principles in youth-
targeted digital platforms (Ioannidis et al., 2019; Montiel et al., 2021). Therefore, strong collaboration
between educators, mental health professionals, technology developers, and policymakers is essential
to enhance adolescents’ digital resilience and safeguard their psychological development in an
increasingly fast-paced and immersive online ecosystem.resilience and psychological literacy in order
to mitigate the negative impacts of online gambling in today’s digital era.

ACKNOWLEDGEMENTS

The author would like to express sincere gratitude to the Faculty of Psychology, Universitas Negeri
Jakarta, for its support in conducting this research. The author also appreciates the ICPE 2025
Committee at Universitas Negeri Surabaya for the opportunity to participate in this conference.
Special thanks are extended to Mrs Zarina Akbar, M.Psi., and Mrs Mira Aryani, Ph.D.,
Psychologist, for their valuable guidance and insightful discussions throughout the research process

REFERENCES.

Ahmed, A. (2023). Adolescents and Gambling Behavior.

Chen, L. W. (2022). Risk Perception in Online Gaming.

Drummond, A. &. (2019). Video game loot boxes are psychologically equivalent to gambling. . Nature Human Behaviour,, 3(8), 874-
880.

Elhai, J. D. (2020). Nonsocial screen use and mental health in youth: A systematic review. . Computers in Human Behavior Reports, 2,
100030.

Gomez, R. L. (2021). Adolescent Gambling Exposure.

Griffiths, M. D. (2019). Adolescent problematic online gambling: A brief overview. . Gaming Law Review, 23(7), 546-550.

Hansen, S. J. (2024). Psychological Effects of Gambling.

loannidis, K. H. (2019). Digital resilience: An evidence-based review. Youth Resilience.

Khan, S. &. (2022). Digital Risk and Emotional Health.

Kim, S. P. (2021). Gaming, Gambling, and Youth Identity.

King, D. L. (2020). The contemporary problem of youth gambling: A focus on video gaming and loot boxes. Current Addiction Reports,
7(3), 329-338.

Kuss, D. J. (2017). Adolescent problematic Internet use: Predictors, consequences, and treatment. Adolescent Health, Medicine and
Therapeutics, 8, 97-109.

Lestari, D. &. (2023). Cyberpsikologi Remaja Indonesia.

Li, J. &. (2023). Digital Behavior and Mental Health.

Marino, C. G. (2018). The mediational role of rumination in the association between problematic Internet use and depression in
adolescents. Addictive Behaviors, 82, 185-190.

Martin, A. B. (2025). Cyberpsychology and Digital Resilience.

e-ISSN: 2986-4267 6 Proceedings Book



The 4" International Conference on Psychology and Education (ICPE 2025)
Department of Psychology, Faculty of Psychology
Universitas Negeri Surabaya, Surabaya, September 11t 2025

Rodriguez, L. (2022). Emotional Impact of Gambling Apps.

Volberg, R. A. (2021). ychology of gambling (2nd ed.). American Psychological Association.

Wang, X. L. (2019). The relationship between family environment and adolescent problematic Internet use: The mediating role of self-
control. . ournal of Behavioral Addictions, 8(2), 260-267.

e-ISSN: 2986-4267 7 Proceedings Book



